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(static) Executlabe and Linkable Format
(ELF)
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ELF components

1. ELF header. Must begin at byte zero of the file.

2. PROGHDR vector.

3. Program segments.
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ELF file, very abstract

By Suruea - Own work, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?curid=2922605
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ELF, more detailed

elfhdr
ELF MAGIC

phoff
phnum

proghdr

ph0

flags
off

vaddr
filesz

memsz

ph1

flags
off

vaddr
filesz

memsz

Segment 0

Segment 1

virtual memory

Carmi Merimovich (Tel-Aviv Academic College) OS, ELF January 10, 2017 5 / 8



ELF, more detailed

elfhdr
ELF MAGIC

phoff
phnum

proghdr

ph0

flags
off

vaddr
filesz

memsz

ph1

flags
off

vaddr
filesz

memsz

Segment 0

Segment 1

virtual memory

Carmi Merimovich (Tel-Aviv Academic College) OS, ELF January 10, 2017 5 / 8



ELF, more detailed

elfhdr
ELF MAGIC

phoff
phnum

proghdr

ph0

flags
off

vaddr
filesz

memsz

ph1

flags
off

vaddr
filesz

memsz

Segment 0

Segment 1

virtual memory

Carmi Merimovich (Tel-Aviv Academic College) OS, ELF January 10, 2017 5 / 8



ELF, more detailed

elfhdr
ELF MAGIC

phoff
phnum

proghdr

ph0

flags
off

vaddr
filesz

memsz

ph1

flags
off

vaddr
filesz

memsz

Segment 0

Segment 1

virtual memory

Carmi Merimovich (Tel-Aviv Academic College) OS, ELF January 10, 2017 5 / 8



ELF, more detailed

elfhdr
ELF MAGIC

phoff
phnum

proghdr

ph0

flags
off

vaddr
filesz

memsz

ph1

flags
off

vaddr
filesz

memsz

Segment 0

Segment 1

virtual memory

Carmi Merimovich (Tel-Aviv Academic College) OS, ELF January 10, 2017 5 / 8



ELF, more detailed

elfhdr
ELF MAGIC

phoff
phnum

proghdr

ph0

flags
off

vaddr
filesz

memsz

ph1

flags
off

vaddr
filesz

memsz

Segment 0

Segment 1

virtual memory

Carmi Merimovich (Tel-Aviv Academic College) OS, ELF January 10, 2017 5 / 8



ELF, more detailed

elfhdr
ELF MAGIC

phoff
phnum

proghdr

ph0

flags
off

vaddr
filesz

memsz

ph1

flags
off

vaddr
filesz

memsz

Segment 0

Segment 1

virtual memory

Carmi Merimovich (Tel-Aviv Academic College) OS, ELF January 10, 2017 5 / 8



ELF, more detailed

elfhdr
ELF MAGIC

phoff
phnum

proghdr

ph0

flags
off

vaddr
filesz

memsz

ph1

flags
off

vaddr
filesz

memsz

Segment 0

Segment 1

virtual memory

Carmi Merimovich (Tel-Aviv Academic College) OS, ELF January 10, 2017 5 / 8



ELFHDR

955 s t r u c t e l f h d r {
u int magic ; // must equa l ELF MAGIC
uchar e l f [ 1 2 ] ;
ushort t y p e ;
ushort machine ;
u int v e r s i o n ;
u int e n t r y ; // Ent ry po i n t
u int p h o f f ; // ( F i l e ) Loca t i on o f PROGHDR v e c t o r s
u int s h o f f ;
u int f l a g s ; // f l a g
ushort e h s i z e ;
ushort p h e n t s i z e ;
ushort phnum ; // Length o f PROGHDR ve c t o r
ushort s h e n t s i z e ;
ushort shnum ;
ushort s h s t r n d x ;
} ;Carmi Merimovich (Tel-Aviv Academic College) OS, ELF January 10, 2017 6 / 8



ELFHDR fields we are interested in

• magic: Should be ELF MAGIC (0x464C457F).

• entry: Virtual address the program is starting at.

• phoff: File offset the Program segments Headers vector begins at.

• phnum: Number of elements in the Program segments Headers
vector.
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For each segment there is PROGHDR

974 s t r u c t p r o g h d r {
u int t y p e ; // Only PROG LOAD mat te r s to us
u int o f f ; // Se c t i o n l o c a t i o n i n f i l e
u int vaddr ; // V i r t u a l a dd r e s s o f s e c t i o n
u int paddr ; // Ph y s i c a l a dd r e s s o f s e c t i o n
u int f i l e s z ; // Se c t i o n s i z e i n f i l e
u int memsz ; // Se c t i o n s i z e i n memory
u int f l a g s ;
u int a l i g n ;
} ;
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